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1
METHOD FOR DETECTING A TRUE FACE

The present invention relates to a method for detecting a
true face, as well as a device for detecting a true face imple-
menting such a detection method.

It finds an application in the field of biometric recognition
and in particular in the field of identification and authentica-
tion by the recognition of faces.

The recognition of a face is used for example for protecting
installations and makes it possible to dispense with access
codes or cards, which may be stolen or falsified. The use of
this technology reinforces security since the probability that
two persons have two identical faces is small.

Recognition of a face is based on the comparison of a
template issuing from the image of the face of the user with a
set of templates issuing from reference face images stored in
a database.

Although the pirating of face recognition devices is diffi-
cult, it is not impossible.

This is because some pirates produce decoys, such as for
example a photograph or mask on which the face to be imi-
tated is reproduced. The pirate can then place the decoy in
front of the acquisition device of the face recognition device,
which is then deceived.

One object of the present invention is to propose a device
for detecting a true face that does not have the drawbacks of
the prior art.

To this end, a method is proposed for the detection of a true
face by a detection device comprising at least one illumina-
tion means emitting an infrared flow polarised in a polarisa-
tion direction, a camera having a filter polarising orthogo-
nally to the polarisation direction and a camera having a filter
polarising parallel to the polarisation direction, a splitter
blade placed between the face and the two cameras and
intended to divide the light flow coming from the face into a
light flow captured by the camera and a light flow captured by
the camera, a processing unit and a database containing, for
each face region, a truth model based on reference texture
characteristic values, on reference coefficient values “b” and
on correlations between these elements, said detection
method comprising:

a capture step during which a parallel image of the face
illuminated by the illumination means is captured by the
camera, and an orthogonal image of the face illuminated
by the illumination means is captured by the camera,

a difference step during which the processing unit com-
putes a difference image resulting from the difference
between the parallel image and the orthogonal image
thus captured,

a filtering step during which the processing unit generates
a so-called filtered image by filtering said difference
image in wavelet packets on 5 levels, eliminating the
“low” resolution levels, 1 and 5,

a division step during which the processing unit divides the
image thus filtered into three filtered sub-images, the
first corresponding to the forehead, the second corre-
sponding to the nose and the third corresponding to the
cheeks,

a processing step during which said processing unit sub-
jects the filtered image and each of the filtered sub-
images to a process consisting of:

a Fourier transformation or a discreet cosine transfor-
mation in radial cumulative projection, by summing
the energies belonging to the same frequency ring, for
the purpose of defining a frequency decrease profile,
and
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modelling during which the frequency decrease profile
is modelled in the form of a model of the power type
(a.x"b+c),

an extraction step during which the processing unit
extracts, from the filtered image and each of the filtered
sub-images, texture characteristics relating to the specu-
larities of the surface of the face,

an analysis step during which the processing unit analyses,
for each region of the face, the coefficient “b” thus
calculated and the texture characteristics thus extracted
compared with the truth model corresponding to said
region of the face, and

a decision-taking step during which the processing unit
takes the decision concerning the veracity of the face
from the result of the analysis step.

The invention also proposes a detection device comprising:

at least one illumination means emitting an infrared flow
polarised in a polarisation direction,

a camera having a filter polarising orthogonally to the
polarisation direction,

a camera having a filter polarising parallel to the polarisa-
tion direction,

a splitter blade placed between the face and the two cam-
eras and intended to divide the light flow coming from
the face into a light flow captured by the camera and a
light flow captured by the camera,

a database containing, for each face region, a truth model
based on reference texture characteristic values, on ref-
erence coefficient “b” wvalues and on correlations
between these elements,

a processing unit comprising:

difference means provided for calculating a difference
image resulting from the difference between the parallel
image and the orthogonal image,

filtering means provided for generating a filtered image by
filtering the difference image in wavelet packets on 5
levels, eliminating the “low” resolution levels, 1 and 5,

division means provided for dividing the filtered image
into three filtered sub-images, the first corresponding to
the forehead, the second corresponding to the nose and
the third corresponding to the cheeks,

transformation means provided for producing a Fourier
transform or a discreet cosine transform in radial cumu-
lative projection, by summing the energies belonging to
the same frequency ring, and

modelling means provided for modelling the frequency
decrease profile in the form of a model of the power type
(a.x"b+c),

extraction means provided for extracting, from the filtered
image and each of the filtered sub-images, texture char-
acteristics relating to the specularities of the surface of
the face,

analysis means provided for analysing, for each region of
the face, the coefficient “b” calculated by the processing
means and the texture characteristics extracted by the
extraction means compared with the truth model corre-
sponding to said region of the face, issuing from the
learning and stored in the database, and

decision-taking means provided for taking a decision con-
cerning the veracity of the face from information sup-
plied by the analysis means.

The features of the invention mentioned above, as well as
others, will emerge more clearly from a reading of the fol-
lowing description of an example embodiment, said descrip-
tion being given in relation to the accompanying drawings,
among which:
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FIG. 1 depicts a device for detecting a true face according
to the invention, and

FIG. 2 is an algorithm of a method for detecting a true face
according to the invention.

FIG. 1 shows a detection device 100 intended to detect
whether the face 50 that is present in front of it is true or false.

The detection device 100 comprises at least one illumina-
tion means 101.

In order to obtain better illumination of the face 1 and to
limit shadow regions, there are two illumination means 101
disposed on either side of the face 50.

Each illumination means 101 comprises an infrared source
102 and a polariser 104 emitting a polarised infrared flow 106
in a polarisation direction. The polarised infrared flow 106
illuminates the face 50.

The detection device 100 also comprises two cameras 108
and 110. The two cameras 108 and 110 are calibrated so that
the images obtained by the two cameras 108 and 110 are of
the same intensity. Another solution consists of standardising
the captured images.

The camera 108 has a filter 112 polarising orthogonally to
the polarisation direction and the camera 110 has a filter 114
polarising parallel to the polarisation direction.

The detection device 100 also comprises a splitter blade
116 placed between the face 50 and the two cameras 108 and
110. The splitter blade 116 divides the light flow coming from
the face 50 into two light flows, one of the light flows being
captured by the camera 108 through the orthogonal polarising
filter 112 and the other light flow being captured by the
camera 110 through the parallel polarising filter 114.

The detection device 100 also comprises a processing unit
118 intended to process the images that it receives from the
cameras 108 and 110.

The principle of the invention is based on the fact that an
incident polarised infrared flow 106 that encounters a face 50
gives rise to the creation of three different infrared flows.

There is a first light flow issuing from the specular reflec-
tion, which is a direct reflection on the surface of the skin and
takes the form of an infrared flow having polarisation parallel
to that of the incident infrared flow 106.

There is a second light flow issuing from the diffusion on
the surface of the skin. The surface diffusion takes the form of
a non-coherent infrared flow including orthogonal and paral-
lel polarisations.

There is a third light flow issuing from the diffusion in
depth in the layers of the skin. This diffusion is a homoge-
neous Lambertian diffusion also including the orthogonal and
parallel polarisations.

The image captured by the camera 108 having the orthogo-
nal polarisation filter 112 is called the “orthogonal image”
and the image captured by the camera 110 having the parallel
polarising filter 114 is called the “parallel image”.

Each camera 108, 110 is oriented so as to be able to capture
at least one image of the face 50 illuminated by the illumina-
tion means 101.

The orthogonal image represents the infrared flow result-
ing from the surface diffusion and the diffusion in depth, but
not the specular reflection.

The parallel image represents the infrared flow resulting
from the surface diffusion, the diffusion in depth and the
specular reflection.

Thus a difference image resulting from the difference
between the parallel image and the orthogonal image repre-
sents only the infrared flow resulting from the specular reflec-
tion and therefore the specularities of the material constitut-
ing the face 50.
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The polarisation of the light flow and the calculation of the
difference between the parallel image and the orthogonal
image improve the signal to noise ratio of the specularities by
eliminating the deep local surface part. It is therefore possible
to precisely analyse the forms and spatial distributions of the
specularities, without being contaminated by the local sur-
face diffusion and the deep diffuse component.

The specular reflection is characteristic of the optical prop-
erties of the reflective surface (skin or decoy) and the local
relief of the reflective surface (smooth or having a specific
relief). An analysis of the morphological and frequency char-
acteristics of the specularities (their texture) can then be car-
ried out in order to check that they are compatible with those
of'areal skin. Each miniscule protrusion on the skin will have
high specularity at its top (light spot locally), each hollow
(pore of the skin) will have less specularity. The distribution
characteristics of these specularities (texture of the speculari-
ties) are therefore a measure of the image of the relief that
must correspond to the one expected for a real skin.

An analysis of the texture characteristics of the speculari-
ties then makes it possible to distinguish a true face from a
false face since the texture characteristics of the specularities
of the skin are different from the materials used to make the
decoys.

For example, when the face 50 is a decoy consisting of a
material that is non-diffusing and non-penetrating for infra-
red (hard plastics, paper, textile printing, video on a Smart-
phone screen, PC, etc.) the diffusion in deep layers does not
exist and the texture characteristics of the specularities
recorded on the difference image are those of the material
constituting the decoy, and these texture characteristics of the
specularities do not corresponding to the texture characteris-
tics of the specularities of skin.

For example, when the face 50 is a decoy consisting of a
material that is penetrating and/or diffusing for infrared (elas-
tomer, wax, paper), the texture characteristics of the specu-
larities recorded on the difference image are relatively uni-
form over the whole of the difference image.

The specularities of the skin are variable according to the
part of the face, and in particular the forehead specularities,
the cheek specularities and the nose specularities are differ-
ent, and it is therefore interesting to make a comparison of the
characteristics of the texture of the specularities for each of
these parts.

To compare the characteristics of the texture of the specu-
larities recorded on the difference image with the character-
istics of the texture of the specularities of the true skin, that is
to say a true face, it is necessary to have characteristics of the
texture of the reference specularities with which to compare
them.

By means of'the detection device 100, a parallel image and
an orthogonal image are taken for each face 50 in a set
containing true faces and false faces.

The difference image is then calculated by a difference
between the parallel image and the orthogonal image.

The difference image then undergoes a processing that
obtains a so-called filtered image and consists successively
of:

a filtering by wavelet packets on 5 levels,

elimination of the “low” resolution and 1 levels for the

purpose of eliminating the defects in uniformity of the
lighting, and the elimination of level 5 for the purpose of
attenuating the noise.

The filtered image is next divided into three filtered sub-
images, one for the forehead, one for the nose and one for the
cheeks.
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The filtered image and each filtered sub-image then
undergo:

a Fourier transformation or a discreet cosine transforma-
tion (DCT) in radial cumulative projection, by summing
the energies belonging to the same frequency ring, for
the purpose of defining a decreasing profile of the fre-
quencies, and

a robust modelling of the frequency decrease profile in the
form of a model of the power type (a.x"b+c) by a non-
linear robust least squares method, and where the coef-
ficient “b” is then characteristic of the frequency
decrease.

For each filtered image and each filtered sub-image, a

coefficient “b” is obtained.

From the filtered image and each filtered sub-image, tex-
ture characteristics of the specularities relating to the face 50
are extracted, as described in the following documents:

“Evaluation of Texture Features for Content-Based Image
Retrieval”, by Peter Howarth and Stefan Riiger, or

“Textural features corresponding to visual perception” by
Tamura H., Mori S., Yamawaki T. (IEEE Trans on Sys-
tems, Man and Cybernetics 8 (1978) 460-472).

By way of example, the texture characteristics may be: the
coarseness, the contrast, the directionality, the line likeness,
the regularity, the roughness, the co-occurrence, Tamura,
Gabor filters, bloblikeness, homogeneity, sofiness, variance,
entropy, etc.

Inthis way the following are obtained for each true face and
false face:

for the filtered image, that is to say for the complete face,
reference texture characteristics and a reference coeffi-
cient “b” that are associated with the face, and

for each filtered sub-image, that is to say for a specific
region of the face, reference texture characteristics and a
reference coefficient “b” that are associated with the
corresponding region of the face.

From these reference elements (texture characteristics,
coefficient “b”, face region), it is possible to initialise a learn-
ing system such as a support vector machine (SVM), a neural
network or a combination of several learning methods, intro-
ducing the features of the textures of the reference speculari-
ties, the reference coefficients “b” and the associated face
region (the whole face, or a part of the face), with the true or
false character of the corresponding face input to a learning
system.

This learning makes it possible to create, for each face
region (that is to say for the filtered image, and each filtered
sub-image), a truth model based on the values of each refer-
ence texture characteristic, on the values of the reference
coefficients “b” associated with said region of the face and on
the correlations between these elements. Comparing the sets
of values issuing from the elements of a face to be analysed
with the truth model previously obtained will make it possible
to decide whether the face is true or false.

According to one embodiment of the invention, with these
elements and in a space with N dimensions, the learning
system defines regions of the space corresponding to true
faces and regions of the face corresponding to false faces,
where each texture characteristic, the coefficient “b” and the
region of the face each constitute one of said N dimensions.
Each of these elements is therefore a coordinate in this space.

In a subsequent analysis, the texture characteristics, the
coefficient “b” and the region of the face to be analysed define
apoint in said space. The decision is taken by decision taking
means on the basis of the truth model issuing from the learn-
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6

ing depending on whether the point is situated in a region
corresponding to true faces or a region corresponding to false
faces.

The truth models are connected together in a database of
the detection device 100.

FIG. 2 shows an algorithm of a detection method 200
intended to determine whether the face 50 present in front of
the detection device 100 is a true face or not.

The detection method 200 comprises:

a capture step 202 during which a parallel image of the face
50 illuminated by the illumination means 101 is cap-
tured by the camera 110, and an orthogonal image of the
face 50 illuminated by the illumination means 101 is
captured by the camera 108,

a difference step 204 during which the processing unit 118
computes a difference image resulting from the differ-
ence between the parallel image and the orthogonal
image thus captured,

a filtering step 206 during which the processing unit 118
generates a so-called filtered image by filtering said
difference image by wavelet packets on 5 levels, elimi-
nating firstly the “low” resolution and 1 levels for the
purpose of eliminating defects in uniformity of the light-
ing, and secondly level 5 for the purpose of attenuating
the noise,

a division step 208 during which the processing unit 118
divides the image thus filtered into three filtered sub-
images, the first filtered sub-image corresponding to the
forehead, the second filtered sub-image corresponding
to the nose and the third filtered sub-image correspond-
ing to the cheeks,

aprocessing step 210 during which the processing unit 118
subjects the filtered image and each of the filtered sub-
images to a processing able to reveal the specularities of
the surface of the face 50 that consists of:

a Fourier transformation or a discreet cosine transfor-
mation (DCT) in radial cumulative projection, by
summing the energies belonging to the same fre-
quency ring, for the purpose of defining a decreasing
profile of the frequencies, and

amodelling of the frequency decrease profile in the form
ofamodel ofthe power type (a.x"b+c) by a non-linear
robust least squares method, and where the coefficient
“b” is then characteristic of the frequency decrease.

an extraction step 212 during which the processing unit 118
extracts, from the filtered image and each of the filtered
sub-images, texture characteristics relating to the specu-
larities of the surface of the face 50,

an analysis step 214 during which the processing unit 118
analyses, for each region of the face, the coefficient “b”
thus calculated and the texture characteristics thus
extracted with respect to the truth model corresponding
to said region of the face, and

a decision-taking step 216 during which the processing
unit 118 takes a decision concerning the veracity of the
face 50 from the result of the analysis step 214.

The division step 208 is performed on the basis of the
difference image by analysis and detection of the parts of the
face, for example using so-called “tracking” software as pre-
sented in the document by C. Herold, V. Despiegel, S. Gen-
tric, S. Dubuisson, 1. Bloch under the title “Signal and image
processing for biometrics” at the chapter “Modeling, recon-
struction and tracking for face recognition” on pages 57-88
(A. Nait-Ali Ed., ISTE-Wiley). After detection of each of the
parts (nose, forehead, cheeks), the difference image is divided
around the parts thus detected.
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The extraction step 212 consists of calculating the various
texture characteristics relating to the specularities, as men-
tioned above.

The processing unit 118 comprises:

difference means provided for calculating the difference

image by difference between the parallel image and the
orthogonal image,

filtering means provided for generating a filtered image by

filtering the difference image by wavelet packets on 5
levels, eliminating the “low” resolution levels 1 and 5,
division means provided for dividing the filtered image
into three filtered sub-images, the first filtered sub-im-
age corresponding to the forehead, the second filtered
sub-image corresponding to the nose and the third fil-
tered sub-image corresponding to the cheeks,
processing means for carrying out, on the filtered image
and each of the filtered sub-images, processing able to
reveal the specularities of the surface of the face 50, and
comprising transformation means provided for produc-

ing a Fourier transform or a discreet cosine transform in 20

radial cumulative projection, by summing the energies
belonging to the same frequency ring, and modelling
means provided for modelling the frequency decrease
profile in the form of a model of the power type (a.x"b+c)
by a non-linear robust least squares method,
extraction means provided for extracting, from the filtered
image in each of the filtered sub-images, texture charac-
teristics relating to the specularities of the surface of the
face 50,

analysis means provided for analysing, for each region of
the face, the coefficient “b” calculated by the processing
means and the texture characteristics extracted by the
extraction means with respect to the truth model corre-
sponding to said region of the face, issuing from the
learning and stored in the database, and

decision-taking means provided for taking a decision con-
cerning the veracity of the face 50 from information
supplied by the analysis means.

Naturally the present invention is not limited to the
examples and embodiments described and depicted but is
capable of numerous variants accessible to persons skilled in
the art.

The invention claimed is:

1. A method for detecting a true face by a detection device
comprising at least one illuminator emitting an infrared flow
polarised in a polarisation direction; a first camera having a
filter polarising orthogonally to the polarisation direction and
a second camera having a filter polarising parallel to the
polarisation direction, a splitter blade placed between the face
and the two cameras and dividing the light flow coming from
the face into a light flow captured by at least one of the first or
second camera and a light flow, a processor and a database
containing, for each face region, a truth model based on
reference texture characteristic values, on reference coeffi-
cient values “b” and on correlations between the reference
coefficient “b” values, said detection method comprising:

capturing, by the second camera, a parallel image of the

face illuminated by the at least one illuminator, and
capturing, by the first camera, an orthogonal image of
the face illuminated by the illuminator is captured by the
first camera,

determining a difference image, by the processor, by deter-

mining the difference between the parallel image and the
orthogonal image,

generating, by the processor, a filtered image by filtering

said difference image in wavelet packets on 5 levels,
eliminating the low resolution levels 1 and 5,
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dividing, by the processor, the filtered image into three
filtered sub-images comprising: a first sub-image of the
three filtered sub-images corresponding to a forehead
area, a second sub-image of the three filtered sub-images
corresponding to a nose area, and a third sub-image of
the three filtered sub-images corresponding to cheeks
area,

extracting, from the filtered image and each of the filtered
sub-images, texture characteristics relating to speculari-
ties of a surface of the face, the extracting performed by
the processor,

analyzing, for each region of the face, the coefficient “b”
thus calculated and the texture characteristics extracted
compared with the truth model corresponding to said
region of the face, the analyzing being performed by the
processor, and

determining the veracity of the face from the result of the
analysis step.

2. The method of claim 1, further comprising subjecting the
filtered image and each of the filtered sub-images to a process
comprising:

a Fourier transformation or a discreet cosine transforma-
tion in radial cumulative projection, by summing ener-
gies belonging to a common frequency range, defining a
frequency decrease profile; and

modelling during which the frequency decrease profile is
modelled in the form of a model of a power type.

3. A detection device comprising:

at least one illuminator emitting an infrared flow polarised
in a polarisation direction,

a first camera having a filter polarising orthogonally to the
polarisation direction,

a second camera having a filter polarising parallel to the
polarisation direction,

a splitter blade placed between a face and the two cameras
and divides the light flow coming from the face into a
light flow captured by at least one of the first or second
camera and a light flow captured by at least one of the
first or second camera,

a database containing, for each face region, a truth model
based on reference texture characteristic values, on ref-
erence coefficient “b” wvalues and on correlations
between the reference coefficient “b” values,

a computer processor that:

calculates a difference image resulting from the difference
between the parallel image and the orthogonal image,

generates a filtered image by filtering the difference image
in wavelet packets on 5 levels, eliminating low resolu-
tion levels 1 and 5,

divides the filtered image into three filtered sub-images
comprising: a first sub-image of the three filtered sub-
images corresponding to a forehead area, a second sub-
image of the three filtered sub-images corresponding to
a nose area, and a third sub-image of the three filtered
sub-images corresponding to cheeks area,

extracts, from the filtered image and each of the filtered
sub-images, texture characteristics relating to speculari-
ties of a surface of the face,

analyzing, for each region of the face, the coefficient “b”
calculated by the processing means and the extracted
texture characteristics compared with the truth model
corresponding to said region of the face, issuing from the
learning and stored in the database, and

determining a decision concerning the veracity of the face
from information supplied during the analyzing.

#* #* #* #* #*



